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TWO MARK

What is the difference between passive and active security threats?

Passive attacks have to do with eavesdropping on, or monitoring, transmissions. Electronic mail, file transfers, and client/server exchanges are examples of transmissions that can be monitored. Active attacks include the modification of transmitted data and attempts to gain unauthorized access to computer systems.

What are the essential ingredients of a symmetric cipher?
· Plaintext

· Encryption algorithm
· Secret key
· Ciphertext
· Decryption algorithm
Define Caesar cipher.

The Caesar cipher involves replacing each letter of the alphabet with the letter standing k places further down the alphabet, for k in the range 1 through 25.

Define monoalphabetic cipher.

A monoalphabetic substitution cipher maps a plaintext alphabet to a ciphertext alphabet, so that each letter of the plaintext alphabet maps to a single unique letter of the ciphertext alphabet.

Define Playfair cipher.

The Playfair algorithm is based on the use of a 5  5 matrix of letters constructed using a keyword. Plaintext is encrypted two letters at a time using this matrix.

What is a polyalphabetic cipher?

A polyalphabetic substitution cipher uses a separate monoalphabetic substitution cipher for each successive letter of plaintext, depending on a key.

What is Steganography?
 
Steganography conceal the existence of the message. A simple form of steganography is one in which an arrangement of words are letters within an apparently innocuous text spells out the real message.

For Example, the sequence of first letters of each word of the overall message spells out the hidden message.

A ciphertext has been generated with an affine cipher. The most frequent 

letter of the ciphertext is ‘B’, and the second most frequent letter of the 

ciphertext is ‘U’. Break this code.

Assume that the most frequent plaintext letter is e and the second most frequent letter is t. Note that the numerical values are e = 4; B = 1; t = 19; U = 20. Then we have the following equations:


1 = (4a + b) mod 26


20 = (19a + b) mod 26


Thus, 19 = 15a mod 26. By trial and error, we solve: a = 3.


Then 1 = (12 + b) mod 26. By observation, b = 15.

What is Brute-force attack?

The attacker tries every possible key on a piece of cipher-text until an intelligible translation into plaintext is obtained. On average, half of all possible keys must be tried to achieve success.

Why is it important to study the Festival cipher?
    
Most symmetric block encryption algorithms in current use are based on the Feistel block cipher structure. Therefore, a study of the Feistel structure reveals the principles behind these more recent ciphers.
What is a product cipher?
In a product cipher, two or more basic ciphers are performed in sequence in such a way that the final result or product is cryptographically stronger than any of the component ciphers.

What are the parameters and design choices determine the actual algorithm 

of a Feistel cipher?
· Block size

· Key size 

· Number of rounds

· Subkey generation algorithm

· Round function

· Fast software encryption/decryption

Define the avalanche effect.
The avalanche effect is a property of any encryption algorithm such that a small change in either the plaintext or the key produces a significant change in the ciphertext.

What are the principal elements of a public-key cryptosystem?
· Plaintext

· Encryption algorithm

· Public and private keys

· Ciphertext

· Decryption algorithm

What are the roles of public and private key?

A user's private key is kept private and known only to the user. The user's public key is made available to others to use. The private key can be used to encrypt a signature that can be verified by anyone with the public key. Or the public key can be used to encrypt information that can only be decrypted by the possessor of the private key.

What is a one-way function?

A one-way function is one that maps a domain into a range such that every function value has a unique inverse, with the condition that the calculation of the function is easy whereas the calculation of the inverse is infeasible.
What is a trap-door one-way function?

A trap-door one-way function is easy to calculate in one direction and infeasible to calculate in the other direction unless certain additional information is known. With the additional information the inverse can be calculated in polynomial time.

List the four requirements for Kerberos?
1. Secure

2. Reliable

3. Transparent

4. Scalable

What entities constitute a full-service Kerberos environment?



A full-service Kerberos environment consists of a Kerberos server, a number of clients, and a number of application servers.

In the context of Kerberos, what is a realm?




A realm is an environment in which: 1. The Kerberos server must have the user ID (UID) and hashed password of all participating users in its database. All users are registered with the Kerberos server. 2. The Kerberos server must share a secret key with each server. All servers are registered with the Kerberos server.

What is the purpose of the X.509 standard?
X.509 defines a framework for the provision of authentication services by the X.500directory to its users. The directory may serve as a repository of public-key certificates. Each certificate contains the public key of a user and is signed with the private key of a trusted certification authority. In addition, X.509 defines alternative authentication protocols based on the use of public-key certificates.

What is a chain of certificates?

A chain of certificates consists of a sequence of certificates created by different certification authorities (CAs) in which each successive certificate is a certificate by one CA that certifies the public key of the next CA in the chain.

What is R64 conversion?



R64 converts a raw 8-bit binary stream to a stream of printable ASCII characters. Each group of three octets of binary data is mapped into four ASCII characters.

What is MIME?

MIME is an extension to the RFC 822 framework that is intended to address some of the problems and limitations of the use of SMTP (Simple Mail Transfer Protocol) or some other mail transfer protocol and RFC 822 for electronic mail.

What is S/MIME?

S/MIME (Secure/Multipurpose Internet Mail Extension) is a security enhancement to the MIME Internet e-mail format standard, based on technology from RSA Data Security.

What services are provided by IPSec?

Access control; connectionless integrity; data origin authentication; rejection of replayed packets (a form of partial sequence integrity); confidentiality (encryption); and limited traffic flow confidentiality.
What is the difference between transport mode and tunnel mode?

Transport mode provides protection primarily for upper-layer protocols. That is, transport mode protection extends to the payload of an IP packet. Tunnel mode provides protection to the entire IP packet.

What is replay attack?
A replay attack is one in which an attacker obtains a copy of an authenticated packet and later transmits it to the intended destination. The receipt of duplicate, authenticated IP packets may disrupt service in some way or may have some other undesired consequence.

What are the roles of the Oakley key determination protocol and ISAKMP in IPSec?
ISAKMP by itself does not dictate a specific key exchange algorithm; rather, ISAKMP consists of a set of message types that enable the use of a variety of key exchange algorithms. Oakley is the specific key exchange algorithm mandated for use with the initial version of ISAKMP.

What protocol comprises SSL?
· SSL handshake protocol
· SSL change cipher spec protocol
· SSL alert protocol
· SSL record protocol.

What services are provided by the SSL Record Protocol?

Confidentiality: The Handshake Protocol defines a shared secret key that is used for conventional encryption of SSL payloads. Message Integrity: The Handshake Protocol also defines a shared secret key that is used to form a message authentication code (MAC).

What steps are involved in the SSL Record Protocol transmission?

· Fragmentation

· Compression

· Add MAC

· Encrypt

· Append SSL record header

What is a dual signature and what is its purpose?

A dual signature is used to sign two concatenated documents each with its own hash code. The purpose of the dual signature is to link two messages that are intended for two different recipients. In this case, the customer want to send the order information (OI) to the merchant and the payment information (PI) to the bank. The merchant does not need to know the customer's credit card number, and the bank does not need to know the details of the customer's order.

List three classes of intruders.

1. Masquerader

2. Misfeasor

3. Clandestine user

What is the difference between statistical anomaly detection and rule-base 

intrusion detection?

Statistical anomaly detection involves the collection of data relating to the behavior of legitimate users over a period of time. Then statistical tests are applied to observed behavior to determine with a high level of confidence whether that behavior is not legitimate user behavior. Rule-Based Detection involves an attempt to define a set of rules that can be used to decide that a given behavior is that of an intruder.

What is a honeypot?
Honeypots are decoy systems that are designed to lure a potential attacker away from critical systems.

 What is the role of  compression in the operation of a virus?

A virus may use compression so that the infected program is exactly the same length as an uninfected version.

How does a worm propagate?
1. Search for other systems to infect by examining host tables or similar
     repositories of remote system addresses. 

2. Establish a connection with a remote system. 

3. Copy itself to the remote system and cause the copy to be run.
What is a DoS?

A denial of service (DoS) attack is an attempt to prevent legitimate users of a service from using that service. When this attack comes from a single host or network node, then it is simply referred to as a DoS attack. A more serious threat is posed by a DoS attack. In a DoS attack, an attacker is able to recruit a number of hosts throughout the Internet to simultaneously or in a coordinated fashion launch an attack upon the target.

What is circuit –level gateway?
A circuit-level gateway does not permit an end-to-end TCP connection; rather, the gateway sets up two TCP connections, one between itself and a TCP user on an inner host and one between itself and a TCP user on an outside host. Once the two connections are established, the gateway typically relays TCP segments from one connection to the other without examining the contents. The security function consists of determining which connections will be allowed.

In the context of access control, what is the difference between a subject and 
an object?
A subject is an entity capable of accessing objects. Generally, the concept of subject equates with that of process. Any user or application actually gains access to an object by means of a process that represents that user or application. An object is anything to which access is controlled. Examples include files, portions of files, programs, and segments of memory.

What is meant by Trojan horse.
A computer program that appears to have a useful function, but also has a
hidden and potentially malicious function that evades security mechanisms, sometimes by exploiting legitimate authorizations of a system entity that invokes the program.

What is virtual private network?
Consists of a set of computers that interconnect by means of a
relatively unsecure network and that make use of encryption and special protocols to provide security.

Define virus and worm.
Virus:
Code embedded within a program that causes a copy of itself to be inserted in one or more other programs. In addition to propagation, the virus usually performs some unwanted function.
Worm:
Program that can replicate itself and send copies from computer to computer across network connections. Upon arrival, the worm may be activated to replicate and propagate again. 

FIVE MARK
What requirements must a public key cryptosystems fulfill to be a secure algorithm?

1. It is computationally easy for a party B to generate a pair (public key PUb, private key PRb).



2. It is computationally easy for a sender A, knowing the public key and the message to be encrypted, M, to generate the corresponding ciphertext: 



C = E(PUb, M)



3. It is computationally easy for the receiver B to decrypt the resulting ciphertext using the private key to recover the original message:

M = D(PRb, C) = D(PRb, E(PUb, M))


4. It is computationally infeasible for an opponent, knowing the public key, PUb, to determine the private key, PRb.



5. It is computationally infeasible for an opponent, knowing the public key, PUb, and a ciphertext, C, to recover the original message, M.

Explain the applications of IPSec.

· Secure branch office connectivity over the Internet: A company can build a secure virtual private network over the Internet or over a public WAN. This enables a business to rely heavily on the Internet and reduce its need for private networks, saving costs and network management overhead. 

· Secure remote access over the Internet: An end user whose system is equipped with IP security protocols can make a local call to an Internet service provider (ISP) and gain secure access to a company network. This reduces the cost of toll charges for traveling employees and telecommuters. 

· Establishing extranet and intranet connectivity with partners: IPSec can be used to secure communication with other organizations, ensuring authentication and confidentiality and providing a key exchange mechanism. 

· Enhancing electronic commerce security: Even though some Web and electronic commerce applications have built-in security protocols, the use of IPSec enhances that security.

Explain about MIME.
Multipurpose Internet Mail Extensions (MIME)

Multipurpose Internet Mail Extension (MIME) is an extension to the RFC 5322 framework that is intended to address some of the problems and limitations of the use of Simple Mail Transfer Protocol (SMTP), defined in RFC 821, or some other mail transfer protocol and RFC 5322 for electronic mail. The following limitations of the SMTP/5322 scheme.

1. SMTP cannot transmit executable files or other binary objects. A number of schemes are in use for converting binary files into a text form that can be used by SMTP mail systems, including the popular UNIX UUencode/Uudecode scheme. However, none of these is a standard or even a de facto standard.

2. SMTP cannot transmit text data that includes national language characters, because these are represented by 8-bit codes with values of 128 decimal or higher, and SMTP is limited to 7-bit ASCII.

3. SMTP servers may reject mail message over a certain size.

4. SMTP gateways that translate between ASCII and the character code EBCDIC do not use a consistent set of mappings, resulting in translation problems.

5. SMTP gateways to X.400 electronic mail networks cannot handle nontextual data included in X.400 messages.

6. Some SMTP implementations do not adhere completely to the SMTP standards defined in RFC 821. 

What are the functions of S/MIME?

S/MIME provides the following functions.

Enveloped data: This consists of encrypted content of any type and encryptedcontent encryption keys for one or more recipients.

Signed data: A digital signature is formed by taking the message digest of the content to be signed and then encrypting that with the private key of the signer. The content plus signature are then encoded using base64 encoding.A signed data message can only be viewed by a recipient with S/MIME capability.

Clear-signed data: As with signed data, a digital signature of the content is formed. However, in this case, only the digital signature is encoded using base64.As a result, recipients without S/MIME capability can view the message content, although they cannot verify the signature.

Signed and enveloped data: Signed-only and encrypted-only entities may be nested, so that encrypted data may be signed and signed data or clear-signed data may be encrypted.

What are the applications of IP Sec?

Applications of IPsec

IPsec provides the capability to secure communications across a LAN, across private and public WANs, and across the Internet. Examples of its use include: 

• Secure branch office connectivity over the Internet: 

A company can build a secure virtual private network over the Internet or over a public WAN. This enables a business to rely heavily on the Internet and reduce its need for private networks, saving costs and network management overhead.

• Secure remote access over the Internet: 

An end user whose system is equipped with IP security protocols can make a local call to an Internet Service Provider (ISP) and gain secure access to a company network. This reduces the cost of toll charges for traveling employees and telecommuters.

• Establishing extranet and intranet connectivity with partners: 

IPsec can be used to secure communication with other organizations, ensuring authentication and confidentiality and providing a key exchange mechanism.

• Enhancing electronic commerce security: 

Even though some Web and electronic commerce applications have built-in security protocols, the use of IPsec enhances that security. IPsec guarantees that all traffic designated by the network administrator is both encrypted and authenticated, adding an additional layer of security to whatever is provided at the application layer.
Explain about the packet filtering  firewall? 

Packet Filtering Firewall

A packet filtering firewall applies a set of rules to each incoming and outgoing IP packet and then forwards or discards the packet. The firewall is typically configured to filter packets going in both directions (from and to the internal network). Filtering rules are based on information contained in a network packet:
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• Source IP address: The IP address of the system that originated the IP packet

(e.g., 192.178.1.1)

• Destination IP address: The IP address of the system the IP packet is trying to

reach (e.g., 192.168.1.2)

• Source and destination transport-level address: The transport-level (e.g., TCP

or UDP) port number, which defines applications such as SNMP or TELNET

• IP protocol field: Defines the transport protocol

• Interface: For a firewall with three or more ports, which interface of the firewall the packet came from or which interface of the firewall the packet is destined for The packet filter is typically set up as a list of rules based on matches to fields in the IP or TCP header. If there is a match to one of the rules, that rule is invoked to determine whether to forward or discard the packet. If there is no match to any rule, then a default action is taken. Two default policies are possible:

• Default = discard: That which is not expressly permitted is prohibited.

• Default = forward: That which is not expressly prohibited is permitted.

Explain about Caesar cipher.

Caesar Cipher

The earliest known, and the simplest, use of a substitution cipher was by Julius Caesar. The Caesar cipher involves replacing each letter of the alphabet with the letter standing three places further down the alphabet. For example,

plain: meet me after the toga party 

cipher: PHHW PH DIWHU WKH WRJD SDUWB

Note that the alphabet is wrapped around, so that the letter following Z is A. We can define the transformation by listing all possibilities, as follows:

plain: a b c d e f g h i j k l m n o p q r s t u v w x y z

cipher: D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

Let us assign a numerical equivalent to each letter:
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Then the algorithm can be expressed as follows. For each plaintext letter, substitute

the ciphertext letter :2

C = E(3, p) = (p + 3) mod 26

A shift may be of any amount, so that the general Caesar algorithm is

C = E(k, p) = (p + k) mod 26

where takes on a value in the range 1 to 25.The decryption algorithm is simply

p = D(k, C) = (C - k) mod 26

If it is known that a given ciphertext is a Caesar cipher, then a brute-force cryptanalysis is easily performed: simply try all the 25 possible keys. In the above figure shows the results of applying this strategy to the example ciphertext. In this case, the plaintext leaps out as occupying the third line.

Difference between conventional and public key encryption. 

[image: image3.png]Public-Key Encryption

Needed to Work:

1. The same algorithm with the same key is used
for encryption and decryption.
2. The sender and receiver must share the

algorithm and the key.

Needed for Security:

The key must be kept secret.

It must be impossible or at least impractical

to decipher a message if no other information

is available.

3. Knowledge of the algorithm plus samples of
ciphertext must be insuffcient to determine

the key

Needed to Work:

1. One algorithm s used for encryption and
decryption with a pair of keys, one for encryption
and one for decryption.

2. The sender and receiver must each have one of

the matched pair of keys (not the same one)
Needed for Security:

One of the two keys must be kept secret

It must be impossible or at least impractical

to decipher a message if no ather information

s available.

Knowledge of the algorithm plus one of the keys

plus samples of ciphertext must be insufficient
to determine the other key.





Explain about Honeypot.

A relatively recent innovation in intrusion detection technology is the honeypot. Honeypots are decoy systems that are designed to lure a potential attacker away from critical systems. Honeypots are designed to

• divert an attacker from accessing critical systems

• collect information about the attacker’s activity

• encourage the attacker to stay on the system long enough for administrators to respond.

These systems are filled with fabricated information designed to appear valuable but that a legitimate user of the system wouldn’t access. Thus, any access to the honeypot is suspect. The system is instrumented with sensitive monitors and event loggers that detect these accesses and collect information about the attacker’s activities.

Because any attack against the honeypot is made to seem successful, administrators have time to mobilize and log and track the attacker without ever exposing productive systems. Initial efforts involved a single honeypot computer with IP addresses designed to attract hackers. More recent research has focused on building entire honeypot networks that emulate an enterprise, possibly with actual or simulated traffic and data. Once hackers are within the network, administrators can observe their behavior in detail and figure out defenses.

Write about firewall characteristics.

1. All traffic from inside to outside, and vice versa, must pass through the firewall. This is achieved by physically blocking all access to the local network except via the firewall. Various configurations are possible, as explained later in this chapter.

2. Only authorized traffic, as defined by the local security policy, will be allowed to pass. Various types of firewalls are used, which implement various types of security policies.

3. The firewall itself is immune to penetration. This implies the use of a hardened system with a secured operating system. 

The four general techniques that firewalls use to control access and enforce the site’s security policy. Originally, firewalls focused primarily on service control, but they have since evolved to provide all four:

• Service control: Determines the types of Internet services that can be accessed, inbound or outbound. The firewall may filter traffic on the basis of IP address, protocol, or port number; may provide proxy software that receives and interprets each service request before passing it on; or may host the server software itself, such as a Web or mail service.

• Direction control: Determines the direction in which particular service requests may be initiated and allowed to flow through the firewall.

• User control: Controls access to a service according to which user is attempting to access it. This feature is typically applied to users inside the firewall perimeter (local users). It may also be applied to incoming traffic from external users. 

• Behavior control: Controls how particular services are used. For example, the firewall may filter e-mail to eliminate spam, or it may enable external access to only a portion of the information on a local Web server.

Write short notes on macro viruses.

In the mid-1990s, macro viruses became by far the most prevalent type of virus. Macro viruses are particularly threatening for a number of reasons:

1. A macro virus is platform independent. Many macro viruses infect Microsoft Word documents or other Microsoft Office documents. Any hardware platform and operating system that supports these applications can be infected.

2. Macro viruses infect documents, not executable portions of code. Most of the information introduced onto a computer system is in the form of a document rather than a program.

3. Macro viruses are easily spread. A very common method is by electronic mail.

4. Because macro viruses infect user documents rather than system programs, traditional file system access controls are of limited use in preventing their spread.

Macro viruses take advantage of a feature found in Word and other office applications such as Microsoft Excel, namely the macro. In essence, a macro is an executable program embedded in a word processing document or other type of file. Typically, users employ macros to automate repetitive tasks and thereby save keystrokes. The macro language is usually some form of the Basic programming language. A user might define a sequence of keystrokes in a macro and set it up so that the macro is invoked when a function key or special short combination of keys is input. Successive releases of MS Office products provide increased protection against macro viruses. For example, Microsoft offers an optional Macro Virus Protection tool that detects suspicious Word files and alerts the customer to the potential risk of opening a file with macros. Various antivirus product vendors have also developed tools to detect and correct macro viruses. As in other types of viruses, the arms race continues in the field of macro viruses, but they no longer are the predominant virus threat.

What is a password? How does it extend security? 

password: A secret data value, usually a character string, that is used as authentication information. A password is usually matched with a user identifier that is explicitly presented in the authentication process, but in some cases, the identity may be implicit. The front line of defense against intruders is the password system. Virtually all multiuser systems require that a user provide not only a name or identifier (ID) but also a password. The password serves to authenticate the ID of the individual logging on to the system. In turn, the ID provides security in the following ways:

• The ID determines whether the user is authorized to gain access to a system. In some systems, only those who already have an ID filed on the system are allowed to gain access.

• The ID determines the privileges accorded to the user. A few users may have supervisory or “superuser” status that enables them to read files and perform functions that are especially protected by the operating system. Some systems have guest or anonymous accounts, and users of these accounts have more limited privileges than others.

• The ID is used in what is referred to as discretionary access control. For example, by listing the IDs of the other users, a user may grant permission to them to read files owned by that user.

Write a note on RSA algorithm.

The pioneering paper by Diffie and Hellman introduced a new approach to cryptography and, in effect, challenged cryptologists to come up with a cryptographic algorithm that met the requirements for public-key systems. A number of algorithms have been proposed for public-key cryptography. Some of these, though initially promising, turned out to be breakable. One of the first successful responses to the challenge was developed in 1977 by Ron Rivest, Adi Shamir, and Len Adleman at MIT and first published in 1978. The Rivest-Shamir-Adleman (RSA) scheme has since that time reigned supreme as the most widely accepted and implemented general-purpose approach to public-key encryption.

The RSA scheme is a block cipher in which the plaintext and ciphertext are

integers between 0 and n - 1 for some n.A typical size for n is 1024 bits, or 309 decimal digits. That is, n is less than 21024.We examine RSA in this section in some detail, beginning with an explanation of the algorithm. Then we examine some of the computational and cryptanalytical implications of RSA.

Description of the Algorithm

RSA makes use of an expression with exponentials. Plaintext is encrypted in blocks, with each block having a binary value less than some number n.That is, the block size must be less than or equal to log2(n) + 1; in practice, the block size is I bits, where 2i 6 n ≤2i+1. Encryption and decryption are of the following form, for

some plaintext block M and ciphertext block C.

Both sender and receiver must know the value of n. The sender knows the

value of e, and only the receiver knows the value of d.  Thus, this is a public-key

encryption algorithm with a public key of PU={e, n} and a private key of PR = {d, n}.

For this algorithm to be satisfactory for public-key encryption, the following requirements must be met.

1. It is possible to find values of e, d, n such that Med mod n = M for all M < n.

2. It is relatively easy to calculate Me mod n and Cd mod n for all values of M < n.

3. It is infeasible to determine d given e and n.

Explain the distributed intrusion detection.
Until recently, work on intrusion detection systems focused on single-system standalone facilities. The typical organization, however, needs to defend a distributedcollection of hosts supported by a LAN or internetwork. Although it is possible to mount a defense by using stand-alone intrusion detection systems on each host, aeffective defense can be achieved by coordination and cooperation among intrusion detection systems across the network.Porras points out the following major issues in the design of a distributed intrusion detection system 

• A distributed intrusion detection system may need to deal with different audit record formats. In a heterogeneous environment, different systems will

employ different native audit collection systems and, if using intrusion detection,

may employ different formats for security-related audit records.

• One or more nodes in the network will serve as collection and analysis points for the data from the systems on the network. Thus, either raw audit data or

summary data must be transmitted across the network. Therefore, there is a

requirement to assure the integrity and confidentiality of these data. Integrity

is required to prevent an intruder from masking his or her activities by altering

the transmitted audit information. Confidentiality is required because the

transmitted audit information could be valuable.

• Either a centralized or decentralized architecture can be used.With a centralized architecture, there is a single central point of collection and analysis of all audit data. This eases the task of correlating incoming reports but creates a

potential bottleneck and single point of failure.With a decentralized architecture,

there are more than one analysis centers, but these must coordinate their

activities and exchange information
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• Host agent module: An audit collection module operating as a background process on a monitored system. Its purpose is to collect data on securityrelated events on the host and transmit these to the central manager.

• LAN monitor agent module: Operates in the same fashion as a host

agent module except that it analyzes LAN traffic and reports the results to the

central manager.

• Central manager module: Receives reports from LAN monitor and host

agents and processes and correlates these reports to detect intrusion.

       The scheme is designed to be independent of any operating system or system auditing implementation. The agent captures each audit record produced by the native audit collection system .A filter is applied that retains only those records that are of security interest. These records are then reformatted into a standardized format referred to as the host audit record (HAR). Next, a template-driven logic module analyzes the records for suspicious activity. At the lowest level, the agent scans for notable events that are of interest independent of any past events. Examples include failed file accesses, accessing system files, and changing a file’s access control. At the next higher level, the agent looks for sequences of events, such as known attack patterns(signatures). Finally, the agent looks for anomalous behavior of an individual user on a historical profile of that user, such as number of programs executed, number of files accessed, and the like
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When suspicious activity is detected, an alert is sent to the central manager.

The central manager includes an expert system that can draw inferences from

received data. The manager may also query individual systems for copies of HARs

to correlate with those from other agents. The LAN monitor agent also supplies information to the central manager. The LAN monitor agent audits host-host connections, services used, and volume of traffic. It searches for significant events, such as sudden changes in network load, the use of security-related services, and network activities such as rlogin.

      
It offers a foundation for a machine-independent approach that can expand froms and-alone intrusion detection to a system that is able to correlate activity from a number of sites and networks to detect suspicious activity that would otherwise remain undetected.

What is firewall? Explain the capabilities of Firewall.

firewall A dedicated computer that interfaces with computers outside a network and has special security precautions built into it in order to protect sensitive files on computers with inthe network. It is used to service outside networks connections, especially the Internet and dial-in lines.

The following capabilities are within the scope of a firewall:

1. A firewall defines a single choke point that keeps unauthorized users out of

the protected network, prohibits potentially vulnerable services from entering

or leaving the network, and provides protection from various kinds of IP

spoofing and routing attacks .The use of a single choke point simplifies security

management because security capabilities are consolidated on a single system

or set of systems.

2. A firewall provides a location for monitoring security-related events. Audits and

alarms can be implemented on the firewall system.

3. A firewall is a convenient platform for several Internet functions that are not

security related. These include a network address translator, which maps local

addresses to Internet addresses, and a network management function that audits

or logs Internet usage.

4. A firewall can serve as the platform for IPsec the firewall can be used to implement virtual private networks.

Explain the advantage and disadvantage of firewall.

Advantages:

1. A firewall defines a single choke point that keeps unauthorized users out of

the protected network, prohibits potentially vulnerable services from entering

or leaving the network, and provides protection from various kinds of IP

spoofing and routing attacks. The use of a single choke point simplifies security

management because security capabilities are consolidated on a single system

or set of systems.

2. A firewall provides a location for monitoring security-related events. Audits and

alarms can be implemented on the firewall system.

3. A firewall is a convenient platform for several Internet functions that are not

security related. These include a network address translator, which maps local

addresses to Internet addresses, and a network management function that audits

or logs Internet usage.

4. A firewall can serve as the platform for IPsec. Using the tunnel mode capability

described in Chapter 19, the firewall can be used to implement virtual

private networks.

Disadvantages:
Firewalls have their limitations, including the following:

1. The firewall cannot protect against attacks that bypass the firewall. Internal

systems may have dial-out capability to connect to an ISP. An internal LAN

may support a modem pool that provides dial-in capability for traveling

employees and telecommuters.

2. The firewall may not protect fully against internal threats, such as a disgruntled

employee or an employee who unwittingly cooperates with an external

attacker.

3. An improperly secured wireless LAN may be accessed from outside the organization. An internal firewall that separates portions of an enterprise network

cannot guard against wireless communications between local systems on different

sides of the internal firewall.

4. A laptop, PDA, or portable storage device may be used and infected outside
the corporate network, and then attached and used internally.
What is called security service? What are the important services of security?

security service A processing or communication service that enhances the security of the data processing systems and the information transfers of an organization. The services are intended to counter security attacks, and they
 make use of one or more security mechanism.

· Confidentiality, also known as secrecy:

only an authorized recipient should be able to extract the contents of the message from its encrypted form. Otherwise, it should not be possible to obtain any significant information about the message contents. 

· Integrity: 

the recipient should be able to determine if the message has been altered during transmission. 

· Authentication: 

the recipient should be able to identify the sender, and verify that the purported sender actually did send the message. 

· Non-repudiation:

the sender should not be able to deny sending the message.

Explain about Stream Cipher.

· Stream ciphers

The most famous: Vernam cipher 

Invented by Vernam, ( AT&T, in 1917) 

Process the message bit by bit (as a stream) 

different from the one-time pad– some call same

Simply add bits of message to random key bits 

· Examples

A well-known stream cipher is RC4; 

others include: A5/1, A5/2, Chameleon, FISH, Helix. ISAAC, Panama, Pike, SEAL, SOBER, SOBER-128 and WAKE.

· Usage

Stream ciphers are used in applications where plaintext comes in quantities of unknowable length - for example, a secure wireless connection
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Discuss about public key certificates.

Public-Key Certificates
· certificates allow key exchange without real-time access to public-key authority

· a certificate binds identity to public key 

usually with other info such as period of validity, rights of use etc

· with all contents signed by a trusted Public-Key or Certificate Authority (CA)

· can be verified by anyone who knows the public-key authorities public-key 

· To validate the certificate, we need another certificate, one that matches the Issuer (of CA) in the first certificate. Then we take the RSA public key from the second (CA) certificate, use it to decode the signature on the first certificate to obtain an MD5 hash, which must match an actual MD5 hash computed over the rest of the certificate. 
Write short notes on hash function.

· Map a message to a smaller value

· Requirements

Be applied to a block of data of any size

Produced a fixed length output

H(x) is easy to compute (by hardware, software)

One-way: given code h, it is computationally infeasible to find x: H(x)=h

Weak collision resistance: given x, computationally infeasible to find y so H(x)=H(y)

Strong collision resistance: Computationally infeasible to find x, y so H(x)=H(y)

Discuss briefly about SHA-1.

Secure Hash Algorithm (SHA-1)
· SHA was designed by NIST & NSA in 1993, revised 1995 as SHA-1

· US standard for use with DSA signature scheme standard is FIPS 180-1 1995, also Internet RFC3174 nb. the algorithm is SHA, the standard is SHS 

· produces 160-bit hash values 

· now the generally preferred hash algorithm 

· based on design of MD4 with key differences 

SHA Overview
1. pad message so its length is 448 mod 512 

2. append a 64-bit length value to message

3. initialise 5-word (160-bit) buffer (A,B,C,D,E) to 

(67452301,efcdab89,98badcfe,10325476,c3d2e1f0) 

1. process message in 16-word (512-bit) chunks:

expand 16 words into 80 words by mixing & shifting use 4 rounds of 20 bit operations on message block & buffer add output to input to form new buffer value 

2. output hash value is the final buffer value 
Write a short note on Trojan horse.

A Trojan horse is a useful, or apparently useful, program or command procedure containing hidden code that, when invoked, performs some unwanted or harmful function. Trojan horse programs can be used to accomplish functions indirectly that an unauthorized user could not accomplish directly. For example, to gain access to the files of another user on a shared system, a user could create a Trojan horse program that, when executed, changes the invoking user’s file permissions so that the files are readable by any user. The author could then induce users to run the program by placing it in a common directory and naming it such that it appears to be a useful utility program or application. An example is a program that ostensibly produces a listing of the user’s files in a desirable format. After another user has run the program, the author of the program can then access the information in the user’s files. An example of a Trojan horse program that would be difficult to detect is a compiler that has been modified to insert additional code into certain programs as they are compiled, such as a system login program. The code creates a backdoor in the login program that permits the author to log on to the system using a special password. This Trojan horse can never be discovered by reading the source code of the login program. Another common motivation for the Trojan horse is data destruction. The program appears to be performing a useful function (e.g., a calculator program), but it may also be quietly deleting the user’s files. For example, a CBS executive was victimized by a Trojan horse that destroyed all information contained in his computer’s memory. The Trojan horse was implanted in a graphics routine offered on an electronic bulletin board system.

Trojan horses fit into one of three models:

• Continuing to perform the function of the original program and additionally performing a separate malicious activity

• Continuing to perform the function of the original program but modifying the function to perform malicious activity (e.g., a Trojan horse version of a login program that collects passwords) or to disguise other malicious activity (e.g., a Trojan horse version of a process listing program that does not display certain processes that are malicious)

• Performing a malicious function that completely replaces the function of the original program.

What is Virus? Explain four phases of Virus.

Virus 

Code embedded within a program that causes a copy of itself to be inserted in one or more other programs. In addition to propagation, the virus usually performs some unwanted function.

A typical virus goes through the following four phases:

• Dormant phase: The virus is idle. The virus will eventually be activated by some event, such as a date, the presence of another program or file, or the capacity of the disk exceeding some limit. Not all viruses have this stage.

• Propagation phase: The virus places a copy of itself into other programs or into certain system areas on the disk. The copy may not be identical to the propagating version; viruses often morph to evade detection. Each infected program will now contain a clone of the virus, which will itself enter a propagation phase.

• Triggering phase: The virus is activated to perform the function for which it was intended. As with the dormant phase, the triggering phase can be caused by a variety of system events, including a count of the number of times that this copy of the virus has made copies of itself.

• Execution phase: The function is performed. The function may be harmless, such as a message on the screen, or damaging, such as the destruction of programs and data files. Most viruses carry out their work in a manner that is specific to a particular operating system and, in some cases, specific to a particular hardware platform. Thus, they are designed to take advantage of the details and weaknesses of particular systems.
Describe state of Worm Technology.

The state of the art in worm technology includes the following:

• Multiplatform: Newer worms are not limited to Windows machines but can attack a variety of platforms, especially the popular varieties of UNIX.

• Multi-exploit: New worms penetrate systems in a variety of ways, using exploits against Web servers, browsers, e-mail, file sharing, and other network based applications.

• Ultrafast spreading: One technique to accelerate the spread of a worm is to conduct a prior Internet scan to accumulate Internet addresses of vulnerable machines.

• Polymorphic: To evade detection, skip past filters, and foil real-time analysis, worms adopt the virus polymorphic technique. Each copy of the worm has new code generated on the fly using functionally equivalent instructions and encryption techniques.

• Metamorphic: In addition to changing their appearance, metamorphic worms have a repertoire of behavior patterns that are unleashed at different stages of propagation.

• Transport vehicles: Because worms can rapidly compromise a large number of systems, they are ideal for spreading other distributed attack tools, such as distributed denial of service bots.

• Zero-day exploit: To achieve maximum surprise and distribution, a worm should exploit an unknown vulnerability that is only discovered by the general network community when the worm is launched.

TEN MARK
Discuss briefly about Public-Key Cryptosystems.

Asymmetric algorithms rely on one key for encryption and a different but related key for decryption. These algorithms have the following important characteristic.

• It is computationally infeasible to determine the decryption key given only

knowledge of the cryptographic algorithm and the encryption key.

In addition, some algorithms, such as RSA, also exhibit the following characteristic.

• Either of the two related keys can be used for encryption, with the other used

for decryption.

A public-key encryption scheme has six ingredients 
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• Plaintext: This is the readable message or data that is fed into the algorithm as

input.

• Encryption algorithm: The encryption algorithm performs various transformations on the plaintext.

• Public and private keys: This is a pair of keys that have been selected so that if

one is used for encryption, the other is used for decryption.The exact transformations performed by the algorithm depend on the public or private key that is provided as input.

• Ciphertext: This is the scrambled message produced as output. It depends on

the plaintext and the key. For a given message, two different keys will produce

two different ciphertexts.

• Decryption algorithm: This algorithm accepts the ciphertext and the matching

key and produces the original plaintext.

The essential steps are the following.

1. Each user generates a pair of keys to be used for the encryption and decryption of messages.

2. Each user places one of the two keys in a public register or other accessible file. This is the public key.The companion key is kept private.
3. If Bob wishes to send a confidential message to Alice, Bob encrypts the message using Alice’s public key.

4. When Alice receives the message, she decrypts it using her private key. No

other recipient can decrypt the message because only Alice knows Alice’s

private key. With this approach, all participants have access to public keys, and private keys are generated locally by each participant and therefore need never be distributed. As long as a user’s private key remains protected and secret, incoming communication is secure. At any time, a system can change its private key and publish the companion public key to replace its old public key.

Describe symmetric cipher model.
A symmetric encryption scheme has five ingredients

• Plaintext: This is the original intelligible message or data that is fed into the

algorithm as input.

• Encryption algorithm: The encryption algorithm performs various substitutions

and transformations on the plaintext.

• Secret key: The secret key is also input to the encryption algorithm. The key is

a value independent of the plaintext and of the algorithm. The algorithm will

produce a different output depending on the specific key being used at the

time. The exact substitutions and transformations performed by the algorithm

depend on the key.

• Ciphertext: This is the scrambled message produced as output. It depends on

the plaintext and the secret key. For a given message, two different keys will

produce two different ciphertexts. The ciphertext is an apparently random

stream of data and, as it stands, is unintelligible.

• Decryption algorithm: This is essentially the encryption algorithm run in

reverse. It takes the ciphertext and the secret key and produces the original

plaintext.

There are two requirements for secure use of conventional encryption:

1. We need a strong encryption algorithm. At a minimum, we would like the

algorithm to be such that an opponent who knows the algorithm and has

access to one or more ciphertexts would be unable to decipher the ciphertext

or figure out the key. This requirement is usually stated in a stronger form:The
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opponent should be unable to decrypt ciphertext or discover the key even if he

or she is in possession of a number of ciphertexts together with the plaintext

that produced each ciphertext.

2. Sender and receiver must have obtained copies of the secret key in a secure

fashion and must keep the key secure. If someone can discover the key and

knows the algorithm, all communication using this key is readable.

We assume that it is impractical to decrypt a message on the basis of the

ciphertext plus knowledge of the encryption/decryption algorithm. In other words,

we do not need to keep the algorithm secret; we need to keep only the key secret. 

This feature of symmetric encryption is what makes it feasible for widespread use. The fact that the algorithm need not be kept secret means that manufacturers can and have developed low-cost chip implementations of data encryption algorithms.

These chips are widely available and incorporated into a number of products.With the use of symmetric encryption, the principal security problem is maintaining the secrecy of the key.

Let us take a closer look at the essential elements of a symmetric encryption

scheme, using Figure. A source produces a message in plaintext, 

X = [X1, X2, Á , XM].

The elements of are letters in some finite alphabet. Traditionally, the alphabet usually consisted of the 26 capital letters. The binary alphabet {0, 1} is typically used. For encryption, a key of the form K = [K1, K2, Á , KJ] is generated. If the key is generated at the message source, then it must also be provided to the destination by means of some secure channel.

Alternatively, a third party could generate the key and securely deliver it to

both source and destination.
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With the message and the encryption key as input, the encryption algorithm

forms the ciphertext Y = [Y1, Y2, Á , YN].We can write this as




Y = E(K, X)

This notation indicates that is produced by using encryption algorithm E as a

function of the plaintext , with the specific function determined by the value of

the key . The intended receiver, in possession of the key, is able to invert the

transformation:


X = D(K, Y)

An opponent, observing but not having access to K or  X , may attempt to recoverK or X or both or Kand  X. It is assumed that the opponent knows the encryption (E) and decryption (D) algorithms. If the opponent is interested in only this particular message, then the focus of the effort is to recover by generating a plaintext estimate X. Often, however, the opponent is interested in being able to read future messages as well, in which case an attempt is made to recover by K generating an estimate K .

Explain the steps in RSA Algorithm.

The pioneering paper by Diffie and Hellman introduced a new approach

to cryptography and, in effect, challenged cryptologists to come up with a cryptographic algorithm that met the requirements for public-key systems. A number of algorithms have been proposed for public-key cryptography. Some of these, though initially promising, turned out to be breakable.

One of the first successful responses to the challenge was developed in 1977 by Ron Rivest, Adi Shamir, and Len Adleman at MIT and first published in 1978 The Rivest-Shamir-Adleman (RSA) scheme has since that time reigned

supreme as the most widely accepted and implemented general-purpose approach

to public-key encryption. The RSA scheme is a block cipher in which the plaintext and ciphertext are integers between 0 and n - 1 for some n.A typical size for n is 1024 bits, or 309 decimal digits. That is, n is less than 21024.We examine RSA in this section in some detail, beginning with an explanation of the algorithm. Then we examine some of the computational and cryptanalytical implications of RSA.

Description of the Algorithm RSA makes use of an expression with exponentials. Plaintext is encrypted in blocks, with each block having a binary value less than some number n.That is, the block size must be less than or equal to log2(n) + 1; in practice, the block size is I bits, where 2i 6 n ≤2i+1. Encryption and decryption are of the following form, for some plaintext block M and ciphertext block C.

C = Me mod n

M = Cd mod n = 1Me2d mod n = Med mod n

Both sender and receiver must know the value of n. The sender knows the

value of e, and only the receiver knows the value of d. Thus, this is a public-key

encryption algorithm with a public key of PU = {e, n} and a private key of PR = {d, n}.

For this algorithm to be satisfactory for public-key encryption, the following requirements must be met.

1. It is possible to find values of e, d, n such that Med mod n = M for all M < n.

2. It is relatively easy to calculate Me mod n and Cd mod n for all values of M < n.

3. It is infeasible to determine d given e and n.

For now, we focus on the first requirement and consider the other questions later. We need to find a relationship of the form

Med mod n = M

The preceding relationship holds if e and d are multiplicative inverses modulo

((n), where ((n) is the Euler totient function. 

p,q prime, ( (pq) = (p - 1)(q - 1). The relationship between e and d can be
expressed as

ed mod ((n) = 1 

This is equivalent to saying

That is, e and d are multiplicative inverses mod f(n). Note that, according to the rules of modular arithmetic, this is true only if d (and therefore e) is relatively prime to f(n). Equivalently, gcd(f(n), d) = 1. We are now ready to state the RSA scheme.The ingredients are the following:

d K e-1 mod f1n2

ed K 1 mod f1n2

The private key consists of {d, n} and the public key consists of {e, n}. Suppose

that user A has published its public key and that user B wishes to send the message M to A.Then B calculates C = Me mod n and transmits C. On receipt of this ciphertext, user A decrypts by calculating M = Cd mod n. Alice generates a public/private key pair; Bob encrypts using Alice’s public key; and Alice decrypts using her private key. 

For this example, the keys were generated as follows.

1. Select two prime numbers, p = 17 and q = 11.

2. Calculate n = pq = 17 11 = 187.

3. Calculate f(n) = (p - 1)(q - 1) = 1610 = 160.

4. Select e such that e is relatively prime to ((n) = 160 and less than ((n); we choose e = 7.

5. Determine d such that de = 1 (mod 160) and d < 160.The correct value is d = 23, because 23 *7 = 161 = 10*60 + 1; d can be calculated using the extended Euclid’s algorithm 

The resulting keys are public key PU = {7, 187} and private key PR = {23, 187}.

The example shows the use of these keys for a plaintext input of M= 88. For encryption, we need to calculate C = 887 mod 187. Exploiting the properties of modular arithmetic, we can do this as follows.

887 mod 187 = [(884 mod 187) (882 mod 187)(881 mod 187)] mod 187

881 mod 187 = 88

882 mod 187 = 7744 mod 187 = 77

884 mod 187 = 59,969,536 mod 187 = 132

887 mod 187 = (88 77 132) mod 187 = 894,432 mod 187 = 11
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For decryption, we calculate M = 11% mod 187:

117 mod 187 =[(11! mod 187) x (112 mod 187) x (11* mod 187)
% (11% mod 187) x (11 mod 187)] mod 187

11" mod 187 =11

112 mod 187 =121

114 mod 187 = 14,641 mod 187 =55

118 mod 187 =214358.881 mod 187 =33

117 mod 187 = (11 % 121 x 55% 33 x 33) mod 187 =79.720.245 mod 187 = 88




We now look at an example from which shows the use of RSA to process multiple blocks of data. In this simple example, the plaintext is an alphanumeric string. Each plaintext symbol is assigned a unique code of two decimal digits (e.g., a = 00, A = 26). A plaintext block consists of four decimal digits, or two alphanumeric characters. The sequence of events for the encryption of multiple blocks, and gives a specific example. The circled numbers indicate the order in which operations are

performed.
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Berifly explain THE DATA ENCRYPTION STANDARD.

The most widely used encryption scheme is based on the Data Encryption Standard (DES) adopted in 1977 by the National Bureau of Standards, now the National Institute of Standards and Technology (NIST), as Federal Information Processing Standard 46 (FIPS PUB 46). The algorithm itself is referred to as the Data Encryption Algorithm (DEA).7 For DES, data are encrypted in 64-bit blocks using a 56-bit key. The algorithm transforms 64-bit input in a series of steps into a 64-bit output. The same steps, with the same key, are used to reverse the encryption.

DES Encryption

As with any encryption scheme, there are two inputs to the encryption function: the plaintext to be encrypted and the key. In this case, the plaintext must be 64 bits in length and the key is 56 bits in length.
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Looking at the left-hand side of the figure, we can see that the processing of

the plaintext proceeds in three phases. First, the 64-bit plaintext passes through an

initial permutation (IP) that rearranges the bits to produce the permuted input.

This is followed by a phase consisting of sixteen rounds of the same function,

which involves both permutation and substitution functions. The output of the last

(sixteenth) round consists of 64 bits that are a function of the input plaintext and

the key. The left and right halves of the output are swapped to produce the

preoutput. Finally, the preoutput is passed through a permutation that is the

inverse of the initial permutation function, to produce the 64-bit ciphertext. With

the exception of the initial and final permutations. The right-hand portion in which the 56-bit key is used.

 
Initially, the key is passed through a permutation function. Then, for each

of the sixteen rounds, a subkey (Ki ) is produced by the combination of a left

circular shift and a permutation. The permutation function is the same for each

round, but a different subkey is produced because of the repeated shifts of the

key bits.

INITIAL PERMUTATION 
The input to a table consists of 64 bits numbered from 1 to 64.The 64 entriesin the permutation table contain a permutation of the numbers from 1 to 64. Each entry in the permutation table indicates the position of a numbered input bit in the output, which also consists of 64 bits.

To see that these two permutation functions are indeed the inverse of each

other, consider the following 64-bit input M :

M1 M2  M3   M4   M5   M6    M7   M8

M9 M10 M11 M12 M13 M14 M15 M16

M17 M18 M19 M20 M21 M22 M23 M24

M25 M26 M27 M28 M29 M30 M31 M32

M33 M34 M35 M36 M37 M38 M39 M40

M41 M42 M43 M44 M45 M46 M47 M48

M49 M50 M51 M52 M53 M54 M55 M56

M57 M58 M59 M60 M61 M62 M63 M64

where is a binary digit. Then the permutation is as follows:

M58 M50 M42 M34 M26 M18 M10 M2

M60 M52 M44 M36 M28 M20 M12 M4

M62 M54 M46 M38 M30 M22 M14 M6

M64 M56 M48 M40 M32 M24 M16 M8

M57 M49 M41 M33 M25 M17 M9 M1

M59 M51 M43 M35 M27 M19 M11 M3

M61 M53 M45 M37 M29 M21 M13 M5

M63 M55 M47 M39 M31 M23 M15 M7

If we then take the inverse permutation , it can be seen that the original ordering of the bits is restored.

Explain SSL Architecture.
SSL is designed to make use of TCP to provide a reliable end-to-end secure service. SSL is not a single protocol but rather two layers of protocols, as illustrated in the below figure.

The SSL Record Protocol provides basic security services to various higherlayer protocols. In particular, the Hypertext Transfer Protocol (HTTP), which provides the transfer service for Web client/server interaction, can operate on top of SSL. Three higher-layer protocols are defined as part of SSL: the Handshake Protocol,The Change Cipher Spec Protocol, and the Alert Protocol.These SSL-specific protocols are used in the management of SSL exchanges and are examined later in this section.

Two important SSL concepts are the SSL session and the SSL connection, which are defined in the specification as follows.

• Connection: A connection is a transport (in the OSI layering model definition) that provides a suitable type of service. For SSL, such connections are peer-to-peer relationships. The connections are transient. Every connection is associated with one session.

• Session: An SSL session is an association between a client and a server. Sessions are created by the Handshake Protocol. Sessions define a set of cryptographic security parameters which can be shared among multiple connections. Sessions are used to avoid the expensive negotiation of new security parameters for each connection. Between any pair of parties (applications such as HTTP on client and server), there may be multiple secure connections. In theory, there may also be multiple simultaneous sessions between parties, but this feature is not used in practice. There are a number of states associated with each session. Once a session is established, there is a current operating state for both read and write (i.e., receive and send). In addition, during the Handshake Protocol, pending read and write states are created. Upon successful conclusion of the Handshake Protocol, the pending states become the current states.
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A session state is defined by the following parameters.

• Session identifier: An arbitrary byte sequence chosen by the server to identify

an active or resumable session state.

• Peer certificate: An X509.v3 certificate of the peer. This element of the state may be null.

• Compression method: The algorithm used to compress data prior to encryption.

• Cipher spec: Specifies the bulk data encryption algorithm (such as null,AES, etc.) and a hash algorithm (such as MD5 or SHA-1) used for MAC calculation. It also defines cryptographic attributes such as the hash_size.

• Master secret: 48-byte secret shared between the client and server.

• Is resumable: A flag indicating whether the session can be used to initiate new

connections.

A connection state is defined by the following parameters.

• Server and client random: Byte sequences that are chosen by the server and

client for each connection.

• Server write MAC secret: The secret key used in MAC operations on data

sent by the server.

• Client write MAC secret: The secret key used in MAC operations on data

sent by the client.

• Server write key: The secret encryption key for data encrypted by the server

and decrypted by the client.

• Client write key: The symmetric encryption key for data encrypted by the

client and decrypted by the server.

• Initialization vectors: When a block cipher in CBC mode is used, an initialization

vector (IV) is maintained for each key.This field is first initialized by the

SSL Handshake Protocol. Thereafter, the final ciphertext block from each

record is preserved for use as the IV with the following record.

• Sequence numbers: Each party maintains separate sequence numbers for

transmitted and received messages for each connection.When a party sends or

receives a change cipher spec message, the appropriate sequence number is set

to zero. Sequence numbers may not exceed 264 – 1. 

12. Explain the details of IP tunnel and transport mode.

Transport and Tunnel Modes :
Both AH and ESP support two modes of use: transport and tunnel mode. The operation of these two modes is best understood in the context of a description of ESP.

TRANSPORT MODE Transport mode provides protection primarily for upper-layer protocols. That is, transport mode protection extends to the payload of an IP packet.1 Examples include a TCP or UDP segment or an ICMP packet, all of which operate directly above IP in a host protocol stack. Typically, transport mode is used for end-to-end communication between two hosts (e.g., a client and a server, or two workstations).When a host runs AH or ESP over IPv4, the payload is the data that normally follow the IP header. For IPv6, the payload is the data that normally follow both the IP header and any IPv6 extensions headers that are present, with the possible exception of the destination options header, which may be included in the protection. ESP in transport mode encrypts and optionally authenticates the IP payload but not the IP header. AH in transport mode authenticates the IP payload and selected portions of the IP header.

TUNNEL MODE Tunnel mode provides protection to the entire IP packet. To achieve this, after the AH or ESP fields are added to the IP packet, the entire packet plus security fields is treated as the payload of new outer IP packet with a new outer IP header. The entire original, inner, packet travels through a tunnel from one point of an IP network to another; no routers along the way are able to examine the inner IP header. Because the original packet is encapsulated, the new, larger packet may have totally different source and destination addresses, adding to the security. Tunnel mode is used when one or both ends of a security association (SA) are a security gateway, such as a firewall or router that implements IPsec. With tunnel mode, a number of hosts on networks behind firewalls may engage in secure communications without implementing IPsec. The unprotected packets generated by such hosts are tunneled through external networks by tunnel mode SAs set up by the IPsec software in the firewall or secure router at the boundary of the local network.

Here is an example of how tunnel mode IPsec operates. Host A on a network generates an IP packet with the destination address of host B on another network. This packet is routed from the originating host to a firewall or secure router at the boundary of A’s network. The firewall filters all outgoing packets to determine the need for IPsec processing. If this packet from A to B requires IPsec, the firewall performs IPsec processing and encapsulates the packet with an outer IP header. The source IP address of this outer IP packet is this firewall, and the destination address may be a firewall that forms the boundary to B’s local network. This packet is now routed to B’s firewall, with intermediate routers examining only the outer IP header. At B’s firewall, the outer IP header is stripped off, and the inner packet is delivered to B. ESP in tunnel mode encrypts and optionally authenticates the entire inner IP packet, including the inner IP header. AH in tunnel mode authenticates the entire inner IP packet and selected portions of the outer IP header.

Table summarizes transport and tunnel mode functionality.
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